LockDown Browser and Respondus Monitor student guide

WHAT IS RESPONDUS LOCKDOWN BROWSER?

LockDown Browser is a custom browser that increases the security of online testing in Moodle. Some
AUB Moodle online exams will be requiring Lockdown Browser to conduct the exam. As a student, when
you start an exam that uses lockdown browser, you will be prompted with a button to start the browser
from within Moodle. When you use LockDown Browser to access a quiz, you will be unable to print,
copy, go to another URL, access other applications, or close a quiz until it is submitted for grading.

WHAT IS RESPONDUS MONITOR?

Respondus Monitor is a webcam feature for LockDown Browser that records students during online
exams. When this feature is enabled for an exam, students are required to use a webcam and
microphone with LockDown Browser. After the exam is complete, an instructor can review details of the
recorded videos.

INSTALLING LOCKDOWN BROWSER

LockDown Browser must be installed to each
computer (Windows or Mac) being used to
take a test. This is a one time installation.
- Login to Moodle with a regular
browser, select the coure and

navigate to an exam or a practice Respondus LockDown Browser with Respondus Monitor (webcam) is required for this exam
exam that your instructor has
prepared.
- From this screen, you can either install Launch LockDown Browser
LockDown Browser or launch it to take
the quiz.

- If this is their first time using the
lockdown browser, Download
LockDown Browser will enable a you
to install LockDown Browser to your
computer. You will be directed to
download the browser (~70 MB)
based on operating system choice
Windows or MAC

- If the computer already has LockDown
Browser installed, you should simply
click Launch LockDown Browser to
begin the exam in LockDown Browser.



Respondus Step: 10f2

Assessment Tools for Learning Systems
Before You Install: Terms & Conditions:

This brief video explains the basic features By clicking the "Install Now" button, you
of LockDown Browser and why it's used at acknowledge that you have read and agree
your institution. to the Respondus Inc. License Agreement

Note: Your antivirus software must allow
you to install software.

System requirements

L o nstallNow

Are you a computer lab manager?
e P! agel Total size: 69.8 MB

Once the Respondus LockDown Browser is installed, you can start using it by clicking on Luanch
LockDown Browser to start the on-boarding process before starting the Moodle exam.

LAUNCH LOCKDOWN BROWSER
If prompted to close a blocked program (e.g. screen capture, instant messaging), choose Yes.
STEP 1: TERMS OF USE

Student has to read the terms of use and then click on Agree button to proceed
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Terms of Use
WEBCAM CHECK

RESPONDUS MONITOR
3: ADDITIONAL INSTRUCTIONS STUDENT TERMS OF USE

These Terms of Use ("Terms”), which incorporate the Respondus Help Center Terms of Use ("Help
GUIDELINES + TIPS Center Terms”) included at the end of these Terms, are an agreement between you and Respondus,

Inc. ("Respondus”), and between you and your learning institution, or your school ("your Institution”)

regarding your use of Respondus Monitor®. By using Respondus Monitor, you agree o these Terms in
STUDENT PHOTO full and that you are age 14 or older, or age 16 or older in the EEA.

Respondus Monitor is a cloud-based service ("Respondus Monitor Services”) and software ("Respondus
STEP 6: SHOW ID A Software”) (also collectively referred to in these Terms as "Respondus Monitor"), that work
provide an online interactive database of video, audio, and other data captured during
se in monitoring students.
FACIAL DETECTION CHECK

The Respondus Help Center is a group of services ("Help Services") provided by Respondus, Inc. that

enable users of LockDown Browser and R
STEP 8: BEGIN EXAM Services include, for example, a webcam check, system check,
Respondus, and links to a knowledge base and technical support.

REQUIREMENTS OF YOUR INSTITUTION (e.g., your school)
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STEP 2: WEBCAM CHECK

If a student is required to use a webcam to record themselves during a quiz, a Startup Sequence will
guide the student through a webcam check and other items required by the instructor.
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STEP 1: TERMS OF USE

Webcam Check

4 We detected you are using a camera splitter. Please click on "Change my webcam”

and select the actual camera instead

STEP 3: A AL INSTRUCTIONS . >
STER 3 ADDITIONAL INSTRUCTIO Do you see your image in the window?

STEP 4: GUIDELINES + TIPS

STEP 5: STUDENT PHOTO
— -
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STEP 6: SHOW ID
——
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STEP 7: FACIAL DETECTION CHECK

STEP 3: ADDITIONAL INSTRUCTIONS

Student has to read additional instructors added by the instructor and click Continue button when done
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STEP 1: TERMS OF USE
Additional Instructions

STEP 1: WEBCAM CHECK

During this exam, you shouldn't access other resources (a phone, tablet, notes, books, etc.)
or communicate with other people. Please stay in your seat and focus on the computer
screen until the exam is complete, If an interruption occurs, briefly explain what happened
by speaking directly to your webcam. And, finally, remember that you cannot exit the exam
STEP 3: GUIDELINES + TIPS until all questions are completed and the test has been submitted for grading

STEP 2: ADDITIONAL INSTRUCTIONS

STEP 4: STUDENT PHOTO

STEP 5: SHOW ID

STEP &: FACIAL DETECTION CHECK




STEP 4: GUIDELINES + TIPS

Student has to go through a sequence of guidelines and tips for better exam experience. Click on the
Next button when done
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STEP 1 TERMS OF USE T
1 Select a quiet location where you won't be interrupted or
STEP 1 WEBCAM CHECK v distracted...
STEP 2 ADDITIONAL INSTRUCTIONS ./
b Avoid rooms where children or other people are present.
STEP 3 GUIDELINES + TIPS
STEP4 STUDENT PHOTO B Turn off televisions, radio, music, etc.
STEP 5 SHOW ID
STEP 6 FACIAL DETECTION CHECK
@

STEP 8 BEGIN EXAM

STEP 5: STUDENT PHOTO

Student has to take a couple of pictures before clicking on Continue button
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STEP 1: TERMS OF USE v
Student Photo

STEP 1: WEBCAM CHECK v L -
Position your face so it fills most of the picture window below.

STEP 2: ADDITIONAL INSTRUCTIONS Look into the camera and click "Take Picture."

<

STEP 3: GUIDELINES + TIPS 4

STEP 4: STUDENT PHOTO
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STEP 5: SHOW ID

STEP &: FACIAL DETECTION CHECK I I I I
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STEP 6: SHOW ID

Student has to show AUB ID and select Take picture
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STEP 1: TERMS OF USE
Show |dentification
STEP 1: WEBCAM CHECK Vs r
Hold your identification to the camera and select "Take Picture.”

(Only use the type of identification indicated by your instructor).
STEP 2: ADDITIONAL INSTRUCTIONS

STEP 3: GUIDELINES + TIPS o
ID CARD ID CARD
STEP 4: STUDENT PHOTO s
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TEP 5: SHOW ID
STEP 6: FACIAL DETECTION CHECK Y RO TAET T EE A LU AT
S Please Wait ... ¥

STEP 7: FACIAL DETECTION CHECK

Student has to position his/her face well in the window and clearly visible during the exam. Once the
facial detection is successfully checked then proceed by selecting Continue button
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STEP 1: TERMS OF USE
Facial Detection Check

STEP 1: WEBCAM CHEC
- R " v Your face

proceed onc

vell positioned In the video window and clearly visible during the exam. You may
ssful.

ection is succes
STEP 2: ADDITIONAL INSTRUCTIONS  /

” STEP 3: GUIDELINES + TIPS
STEP 4: STUDENT PHOTO “_ -“h
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STEP 5: SHOW ID — o

STEP 6: FACIAL DETECTION CHECK
Success!
Click Continue to proceed

After completing successfully the on-boarding process, the student will be directed to Moodle exam to
enter the password shared by the instructor to start the exam.

Once an exam has been started with LockDown Browser, the student cannot exit the quiz until the
Submit Quiz button is clicked.



